
Responding to Cyber Security 
Attacks
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@khannaanurag



#whoami

• Lead Investigator @ Symantec Incident Response  

•Networking -> Security Researcher -> Web/Network 
Pen testing -> Security Architect -> Digital Forensics and 
Incident Response

•GSE # 97 + (GIAC and Others)

•MS - Digital Forensics  & MBA- IT

•@khannaanurag



Disclaimer

• The views presented here are my own and may or 
may not be similar to those of the organization I work 
for

• I am not a Lawyer (IANAL)
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Questions are more Powerful than Answers!
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Mid size Logistics Firm. 

Peter!



Pick Your Seat
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Doer

Spectator

Relax



Friday Evening



Options
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Call CEO Ignore - Noise Security Operations



Questions

• Is this worth the effort?

•Generic Emails –
• security@higherforhire.com info@higherforhire.com

• Invoke-IR? 

•What else?
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10So far…

Sunday Morning

So far… First threat 
email
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Options

Click

Pay

Exec Response

Call LEA



More Questions

• Is data current ? Public ?

• Inform?
•Govt., Law Enforcement, Regulators, Partners, 
Investors

•External Help ?
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Monday

•Data is internal  and Current

•Law Enforcement has been informed 

•Incident Response has been invoked

13So far… First threat 
email

Second 
threat email



Options
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Pay

Public Relations

Internal Relations



Questions

•Take Down request?

•Law Enforcement
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Wednesday

•CRM system is identified as breached

•Active C2 identified

•Possible APT in the environment

16So far… First threat 
email

Second 
threat email

Suspected breach -
IR invoked



Should We?

•Take CRM offline & kill the C2

•Kill the internet

•Ahhhh… Pay
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Questions

Technology
• Evidence 

Collection
• Evidence 

Analysis
• Swift Response
• Endpoint Tools 

IOC Sweeping

People
• 24x7
• Reachable
• Skilled
•Motivated
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Resources
•Money
•Office
•Access
• Support
•Opsec



Sometime in Future

19So far… First threat 
email

Second 
threat email

Suspected breach -
IR invoked

C2 
identified
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Stock Crashed – Employees Quitting

PR nightmare

Brace for More data leak?
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Questions

•Invoke PR response?

•How do you brace for data leak?
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Later

•All data was posted on darknet 
offering an exclusive sale 

Twitter 
defamation

So far… First threat 
email

Second 
threat email

Suspected breach -
IR invoked

C2 
identified
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This is our chance of redemption.
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Questions

•Buy data now How?

•Brace for data leak?
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I wish I had known things can go downhill so 
quickly, I would have done things differently….
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Are you prepared to handle something like this?
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When it Strikes

Step1 - Call a technical Expert

Step2 - Call a Lawyer

Step3 - Get a Crisis PR Firm
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Questions!



How many percent of the people were in favor 
of paying the ransom in the survey that was 
done over twitter?
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How much time did the attacker give Higher-
for-Hire in the second email to pay ransom?
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